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Abstract: Ericsson began its PQC migration project in 2015. From the outset,
authentication has been a major part. This position paper distills a decade of re-
search and development into concrete recommendations: avoid stateful signa-
tures and unnecessary complexity; prefer SHA-3; standardize seed-only private-
key formats; prefer hedged signatures; avoid floating-point arithmetic; recognize
practical quantum attacks on symmetric cryptography are a misconception; and
treat composite signatures with caution because of their malleability and compli-
ance risks. Internal benchmarking shows that ML-DSA and SLH-DSA meet tel-
ecom performance requirements and are the only sufficiently mature options for
the 2030-2031 migration deadlines. Constrained [oT systems, however, still re-
quire lightweight KEM- and NIKE-based authentication that current standard-
ized PQC algorithms do not provide.

Introduction

Ericsson started its PQC migration project in 2015, shortly after the US government announced
that it would initiate a transition to quantum-resistant algorithms. From the outset, a major part
of the project focused on authentication, covering new theoretical constructions [1], survey and
overview papers [2], constrained radio systems [3], KEM-based authentication [4], public-key
infrastructure [5], and extensive internal studies of the viability of PQC authentication in real-
world products. This position paper shares the lessons learned over the past decade, including
Ericsson’s current plans and the path forward:

e Avoid stateful signatures. Stateful signatures such as XMSS [6] and LMS [7] require the
signer to securely maintain and update state for every signature. While this is suboptimal,
the associated security risks can be managed in some use cases, such as certificate signing.
NIST identified in SP 800-208 [8] that backups of private keys pose a major risk to state
management and therefore prohibited private-key backup. Due to this, Ericsson product
roadmaps forbid the use of XMSS and LMS due to the significant security and business
continuity risks associated with state mismanagement and private-key loss.



e Prefer SHA-3 over SHA-2. Even before the publication of SHA-3 [9-10], Ericsson con-
tributed to the design of the standardized Keccak-based TUAK algorithm [11] for 4G and
has been encouraging suppliers to support SHA-3 ever since. Unfortunately, CNSA has been
a major obstacle to supplier adoption of SHA-3. The theoretical weaknesses of SHA-2 make
secure use significantly more complex and have contributed to several practical vulnerabil-
ities, including side-channel vulnerabilities. A recent example is the vulnerabilities in
SPHINCS+ [12], demonstrating that even cryptography experts can make security-critical
mistakes when using SHA-2. For an example of the complexity introduced by SHA-2, see
Section 11 of FIPS 205 [13]. We use the SHAKE256-based Ed448 rather than Ed25519 to
avoid SHA-2 and believe that all future systems should use (Turbo)SHAKE [9-10, 14]. Our
strong preference for the SHA-3 family also means that we have no plans to use HashML-
DSA, which is additionally considered harmful [15].

e Private-key formats and seed-only representations. We determined already in 2016 that
seeds should be the canonical private-key format [1]. Unfortunately, ML-DSA specifies
multiple private-key formats [16—17], which are now used in practice, creating unnecessary
complexity and interoperability problems. Some libraries support only the 32-byte seed &,
while others support only the expanded private key. While we prefer seed-only representa-
tions, a single expanded-key format would have been preferable to the current situation. We
encourage SDOs to specify a single, seed-only private-key format for all future standards.
Seed-only formats not only minimize persistent secret state but also provide stronger bind-
ing properties.

¢ Be careful with composite signatures. Composite signatures move complexity from the
protocol layer into the PKI. For an organization that controls the entire system, this is a poor
trade-off. Poorly designed composites, such as [18], not only inherit malleability vulnera-
bilities from their components but also introduce new malleability vulnerabilities and de-
stroy the beyond-unforgeability (BUFF) properties of ML-DSA. Malleability and the lack
of BUFF properties have caused many practical vulnerabilities in the past [19]. Restricting
use to a single protocol or applications not requiring SUF-CMA and BUFF is not a solution.
Developers cannot be expected to understand subtle security properties, and signatures are
routinely reused beyond their original protocol, for file encryption, allowlists, logging, in-
cident response, and more. Signatures should therefore provide strong security properties
by default. Composite signatures as long-term roots of trust create legal and regulatory un-
certainty. The weak composites in [18] do not qualify as hybrids under many defini-
tions [20—25], which require a hybrid construction to provide security at least as strong as
its strongest component. EU documentation further states that, unless explicitly specified
otherwise, all components must be agreed for a construction, as a whole, to be considered
agreed [26]. Non-composite signatures avoid these problems: they do not create a new al-
gorithm, and the quantum-vulnerable component can easily be removed. As correctly iden-
tified by NIST [27], all future general-purpose signatures should provide SUF-CMA. Sev-
eral European agencies are recommending against committing to weak composites such
as [18], and ANSSI is driving the standardization of strong, well-designed composites [28].
Such composites are particularly well-suited for protocols such as SSH that do not rely on
PKI. Ericsson internal guidelines forbid the use of composites that significantly decrease
the security properties of ML-DSA and forbid the use of all composites for long-term roots
of trust.

e NSA was right about the implementation risks of hybrid signatures. Non-composite
hybrid signatures should be straightforward to implement: the signer generates signatures
using two independent algorithms, and the verifier accepts the signature if and only if both



component signatures are valid. Nevertheless, Ericsson has now encountered two non-com-
posite hybrid signature implementations from different suppliers that fail to meet this basic
requirement. This aligns with NSA warnings [29] and is also consistent with a broader pat-
tern in which suppliers frequently overlook cryptographic requirements, such as assurance
of public-key validity, private-key possession, and key-owner identity, that are not captured
by interoperability test vectors. Ericsson has also implemented a non-composite hybrid sig-
nature solution internally for a platform that does not support SLH-DSA; it behaves as ex-
pected, with verification succeeding if and only if both component signatures are valid.

SLH-DSA and ML-DSA performance is adequate. The performance of SLH-DSA is ad-
equate for all our TLS, DTLS, QUIC, IKEv2, and SSH authentication use cases in tele-
com [30]. We strongly prefer accepting a modest performance penalty over introducing the
additional complexity of hybrid signatures. ML-DSA therefore also clearly meets our per-
formance requirements. Merkle-Tree Certificates (MTC) [31] introduce substantial addi-
tional complexity into the PKI and should be considered only if they become broadly avail-
able and the performance of conventional ML-DSA certificates proves problematic.

Prefer hedged signatures. NIST added hedged signing to ML-DSA [16] and made it the
default, based on a suggestion from Ericsson. NIST has also stated that it intends to do the
same for FN-DSA [32], again based on a suggestion from Ericsson. Hedged signing is
strongly preferred because it provides robust protection against two different classes of im-
plementation failures. The fresh randomness used during signing helps protect against side-
channel and fault-injection attacks, while the deterministic component derived from the
signing key and message provides robustness against a weak or compromised random-num-
ber generator.

Security Levels 1 and 2 are secure. The idea that symmetric cryptography will be practi-
cally affected by CRQC:s is a misconception [33]. Quantum algorithms offering only a quad-
ratic speedup, such as Grover’s algorithm, which is proven to be optimal, do not provide a
practical quantum advantage against modern symmetric cryptography. The focus that some
European agencies place on upgrading symmetric cryptography [26] is distracting from the
urgent PQC migration.

Avoid floating-point. We have always been cautious about the use of floating-point arith-
metic in cryptography, including FN-DSA. Floating-point arithmetic is a non-starter in con-
strained environments and, even on laptops and servers, implementations are notoriously
difficult to reason about across different architectures, FPUs, and compiler environments.
Recent work on floating-point error sensitivity in Falcon [34], together with the develop-
ment of a practical, high-performance fixed-point implementation [35], have convinced us
that FIPS 206 should eliminate floating-point altogether. Ericsson will likely prohibit the
use of FN-DSA implementations relying on floating-point arithmetic in our products.

ML-DSA and SLH-DSA are the only mature options. For systems subject to the 2030
and 2031 migration deadlines [36-38], only ML-DSA and SLH-DSA are sufficiently ma-
ture for deployment, including non-composite authentication. FN-DSA, multivariate signa-
tures, and SQIsign should, for these use cases, be regarded as potential future optimizations,
with the latter two still in research. In addition to the cryptographic vulnerabilities and legal
uncertainties associated with some composite constructions, the implementation maturity of
composite signatures is many years behind that of ML-DSA and SLH-DSA. As shown in
Table 1, at least nine interoperable TLS implementations support ML-DSA authentication,
and at least four support SLH-DSA. To our knowledge, no TLS implementation currently



supports composite signatures. See [39] for an excellent overview of potential future algo-
rithms and the reasons why the Web will deploy ML-DSA.

¢ Long transition periods demand early action. Systems such as public-key infrastructures
(PKIs) and devices with long lifetimes require long transition periods. The EU roadmap on
PQC explicitly recognizes this challenge [20]. CNSA has similarly prioritized software and
firmware signing over other use cases [29], because roots of trust, once deployed, may be
difficult to replace. Moreover, experience shows that even roots of trust in consumer devices
that are relatively easy to update are often never replaced. Early cryptographically relevant
quantum computers (CRQCs) will most likely be expensive and scarce resources, making it
reasonable to assume that adversaries will have to prioritize which targets to attack [40].
Long-term authentication keys and roots of trust are particularly valuable targets, as com-
promising them can enable active attacks and potentially provide access to significantly
more data than compromising a single ephemeral key. Protecting systems against CRQCs
over the coming decades therefore requires starting these long transitions now.

¢ Lightweight PQC is needed for IoT. ML-KEM and ML-DSA are unsuitable for con-
strained IoT radio systems [3], particularly those with payloads of only a few tens of bytes,
low transmission rates, and strict duty-cycle limits. This is especially evident for mutually
authenticated key exchange. KEM- and NIKE-based authentication can provide message
and code size advantage over signature-based authentication. However, signatures may still
be required for other device functions, such as firmware and software signing. To our
knowledge, the IETF LAKE WG is the first SDO to have adopted work on KEM-based
authentication [41]. Since current PQC algorithms are not well suited to constrained IoT
environments, LAKE will ask CFRG to consider researching and specifying more light-
weight quantum-resistant key-exchange algorithms, including lattice-based KEMs and isog-
eny-based non-interactive key exchanges (NIKEs) [42]. As shown in Table 2, NIKE-based
approaches can significantly reduce the message size of mutually authenticated AKEs.
LAKE has already standardized NIKE-based authentication [43].

Summary and Conclusions

A decade of PQC authentication work has taught us the importance of simplicity and maturity.
Stateful signatures, composite signatures, and floating-point schemes introduce operational or
compliance risks that outweigh their benefits, while ML-DSA and SLH-DSA are already ma-
ture and performant enough for telecom deployment. Uneven implementation quality, even for
“simple” non-composite hybrids, shows that conformance testing must go beyond basic algo-
rithm compliance. Constrained [oT systems remain underserved and require lightweight KEM-
and NIKE-based authentication. With migration deadlines approaching in 2030-2035, these
choices are becoming urgent. We share our experience, including our missteps, to help others
avoid repeating them.



Table 1. CipherSnake PQC capability test results as of 27 August 2026. CipherSnake is an internal Ericsson test
suite for evaluating TLS 1.3 libraries, including interoperability and support for POC key exchange, PKI, and au-
thentication. Libraries are scored based on standard compliance and support for ML-DSA, SLH-DSA-SHAKE,
X25519MLKEM768 (*), and MLKEM1024 (**). Some libraries were tested using pre-release versions (7).

Library ML-DSA | ML-DSA | SLH-DSA | SLH-DSA | ML-KEM | ML-KEM
(PKI) (auth) (PKI) (auth) hybrid* [standalone**|
Yk %k bouncycastle:1.85 V4 N4 V4 N4 V4 N4
Yk %k erlang-otp:29.0.4 V4 N4 V4 N4 V4 N4
Yk %k openssl:pre-4.1.0- V4 N4 V4 N4 V4 N4
fd2e2867

¥k wolfssl:pre-5.9.3-1e5216e7 v v v v v v
%k k openssl:4.0.1 V4 N4 V4 X V4 N4
%k k wolfssl:5.9.2 V4 N4 V4 X V4 N4
*k boringssl:0.20260803.0 v v X X v v
* gnutls:3.8.13 V4 N4 X X V4 X
* k go-crypto:1.27 v v X X v v
*k nss:3.128 v v X X v v
*k rustls:0.23.43 v v X X v v
* openjdk:27-ret X X X X V4 X
— mbedtls:4.2.0 X X X X X X
— openjdk:26 X X X X X X




Table 2. Comparison of message and authentication key sizes for Authenticated Key Exchange. The com-

parison highlights the importance of standardizing lightweight KEMs and NIKEs for constrained IoT radio
systems. KEM- and NIKE-based authentication have the additional benefit that the same algorithm can be
used for both authentication and key exchange, whereas provisioning and managing PSKs is significantly

more complex. DAWN [44], CTIDH [45], and MIKE [46—47] are examples of lightweight research algo-
rithms. The total message size is an approximate estimate for the LAKE protocol.

Ephemeral Key

Aunar M gl ToulNesse wtentntion
Traditional Signature Ed25519 X25519 220 32
NIKE X25519 X25519 120 32
PSK PSK X25519 120 16
NIST PQC KEM HQC-KEM-128 HQC-KEM-128 15800 2249
Signature ML-DSA-44 HQC-KEM-128 11610 1312
Signature FN-DSA-512 HQC-KEM-128 8100 897
PSK PSK HQC-KEM-128 6800 16
Signature ML-DSA-44 ML-KEM-512 6430 1312
KEM ML-KEM-512 ML-KEM-512 3160 800
Signature FN-DSA-512 ML-KEM-512 2930 897
PSK PSK ML-KEM-512 1630 16
?l;lgza}: ?hc Signature FN-DSA-512 DAWN--512 2320 897
KEM DAWN-B-512 DAWN-B-512 1920 514
KEM mceliece348864 ML-KEM-512 1820 261120
Signature Mayo 1 DAWN-3-512 1630 1168
Signature Mayo 2 DAWN-3-512 1350 5488
Signature SQISign-1 DAWN-3-512 1290 65
KEM mceliece348864 DAWN-B-512 1210 261120
Signature UOV Is DAWN-3-512 1180 66576
PSK PSK DAWN-B-512 1020 16
Signature Mayo 2 CTIDH-2048 900 5488
Signature SQISign-1 CTIDH-2048 830 65
Signature UOV Is CTIDH-2048 730 66576
NIKE CTIDH-2048 CTIDH-2048 570 256
PSK PSK CTIDH-2048 570 16
Signature Mayo 2 MIKE 520 5488
Signature SQISign-1 MIKE 450 65
Signature UOV Is MIKE 350 66576
NIKE MIKE MIKE 190 64
PSK PSK MIKE 190 16
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